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ACP National membership covers approximately 4500 professionals.

Data about actual companies or divisions was not collected in order to encourage
survey participation.

Although we are not statistics professionals, we would submit that if a response
of 1000 people is sufficient to glean information about attitudes of people in the
US as a whole, our response level versus the size of the ACP population may be
a reasonable resource in evaluating trends in business continuity practices.

The survey follows the DRII Best Practices Guideline as a method of determining
how business continuity professionals may be applying the guidelines.

Survey questions are formulated to determine if specific continuity tactics are
considered or implemented. In effect, the survey asks: “What do we do within
these guidelines”?

Clearly, the business continuity professional’s role is to propose tactical solutions
to reduce the impact or risk of a threat. Management’s decision to not resource
risk mitigation strategies and accept risk are not under the control of the business
continuity professional.
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Categories were developed from previous surveys on Pandemic readiness.

Observations:

- Response levels may be an indication of regulatory requirements within these
specific industries.

- Corollary: these industries employ BCP professionals that are in the survey
group because they are BCP professionals.

Observations:

- Cross analysis of this response versus the information about the “regulatory
drivers” of BC planning are incomplete at this time.

- Based on a high-level review of this issue, we may have an interesting insight
to participant input – the participant’s professional level may impact their
perception of “why” the business continuity program is resourced versus the true
underlying motivation. Example:

- If the survey participant is not at the higher level of BC management or
performs a consulting role, they may not be able to determine if upper
management’s support of the program is caused by a specific regulatory
guideline. Their perception is only that upper management is their
sponsor and the sponsor has resourced their effort.
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Per the previous slide, survey participant perceptions of “drivers” may be limited
by their role or level in the organization.

Cross analysis of driver perceptions versus the industry indicated by the survey
participants is a future white paper topic.

5



6



This question allowed for the entry of free form text to provide “other” drivers.

Responses included:

- Model Audit Rule (non-profit insurance industry’s version of Sarbanes Oxley)

- FERC, NERC, SERC, DOT, PUC

- NAIC Audit Rules

- Internal policies and standards

- ISO/PAS 22399

- State Government Guidelines

- HITRUST

- NCUA, BITS-FISAP

- APRA (Australia)

- OTIS

- HICS, HL-7

- FSA, Client Contractual Obligations

- DHS/FEMA

- Dept of Insurance Offices

- NIMS, ITIL, NIPP, HSPD-7
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Evaluation of “Plan effectiveness” is not a factor within the DRII Best Practices
Guideline.

This question was posed as a broad based assessment of business continuity
program capabilities versus a “hear say” version of operating management ‘s
opinion.

As the question was responded to by BC professionals, the “acceptable”
response may be biased. Then again, if the BC professional has obtained a sign-
off of risk acceptance in the plan sign-off process, this could be a good indicator
of management’s true acceptance of risk.
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The question is designed to provide insight into the reporting relationship of the
BC function in the overall management hierarchy.

General observations:

The implied “headline”: “The BC function has C-level or C-level reporting status in
the management hierarchy.”

Reporting level is concurrent with visibility, importance, and resources.
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This question was designed to determine if business continuity program
expenses/resources are tracked at a detail level in the accounting process.

The broad implications in asking this question were:

- Are business continuity expenses “material” enough to warrant tracking within
the accounting process?

- Is there a correlation between tracking BCM expense and the visibility or
management commitment to the program?

Observation:

“Support Department line item reporting” at 55% would indicate items like IT DRP
expenses or Facility mitigation efforts such as recovery sites, UPS, generators
etc. are large enough to track/depreciate, while departmental expenses for
training, exercises, and related expenses are too small to track or not considered
significant.
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The question was formed on the idea that people respond to financial incentives
to achieve quantifiable goals.

In creating a question where both parts have to be “true” for the answer to be
“Yes”, the new question becomes:

Is the 54% “No” response driven by the non-use of quantifiable goals OR the
absence of a “BCM goal achievement” factor in the annual performance appraisal
process?
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This slide should be read from the X-axis upwards.

This approach shows a continuum of the frequency for performing a risk analysis.

The orange bar delineates the beginning indication of companies performing a
risk analysis on a scheduled basis.

Considering that risk factors can change with changes in processes, technology,
co-tenant occupancy etc.; however, the frequency of risk reviews seems low.



15

For those that performed a risk analysis, the responses indicate that some areas
of risk analysis are very common (those over 80%).

Considering the amount of media coverage of virus, malware, hacker exploits,
and identity theft exploits, a 76% response to performing a risk analysis in this
area might appear low.

Concurrently, the recent swine flu pandemic threat, would have suggested that
risk reviews of vendor/service provider resilience would be at a higher level.
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Again, the chart should be read “upwards” to show the continuum of response to
a risk analysis.

“Filed” is an exception to the “Continuum” approach as it could be both an
indicator of a process that stops before a proposal process and an endpoint for
all review levels.

The orange bar serves to highlight the threshold between ad hoc or non-review of
the risk analysis and the use of risk analysis as a tool for risk mitigation.
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The orange bar highlights the demarcation between programs that perform BIAs
as a scheduled task.

As the question allowed the participant to “check all responses that apply”, the
“Event Driven” selection can occur in all responses except “Never”.
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The question allowed the participant to “check all methods that apply” to their BIA
data gathering process.

General observation:

Programs using unstructured interviews and surveys without follow-up may be
collecting non-uniform data that may lead to the potential for serious loss in the
event of a process disruption.
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In creating this question, the team discussed the number of BIA factors they had
observed in their experience, 3 BIA factors seemed to be the common number.

Within that discussion, the difficulty of collecting “quantifiable” data for factors
was noted as a challenge.

The survey response of companies commonly using 5+ factors in a BIA was
unexpected.
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The response areas were created to avoid a free form entry approach that would
require an effort to label/cluster the results.

Additional data points:

29% Product Failure

38% Public sector agency investigation

15% Professional certification agency sanction

38% Impacts from other contractual agreements (take or pay, labor agreements,
unannounced shutdown implications, etc.
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The question provides some insight into the issue of how are business recovery
requirements “validated”.

It is not uncommon for BIA’s to feature an inflated level of impact and recovery
requirements. Many managers do not want to have their area perceived as “non-
essential”. Utilization of a review process above the departmental manager level
may help “normalize” the criticality data and prevent unnecessary recovery
capability expense.
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The chart indicates the percentage of participants that indicated they have
adopted, considered, or plan to consider the strategy. As a participant could
indicate more than one response in a row, the design does not support the
addition of the percentages to provide any meaningful information.
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The top three entries on this table highlight the most common strategies
deployed by business continuity professionals.
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The questions in this section were designed to determine the types of scenarios
considered and if the response for the scenario is actually documented.

Data in the table indicate the percentage of participants that indicated that the
procedure was in that particular “status” of documentation.

Interesting disclosures are when participants indicate that the response area is
valid – but not documented (“No Doc”). .

Observation:

One might suggest that a particular threat is a current focus item in the industry.

If the combination of the results of “applicable but not documented” (No Doc) and
Under Development and reach a result of greater than 20% . Examples:
Workplace Violence, Demonstrations/Public Disturbance and Recovery Site
Deactivation.
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On this slide, “recovery site deactivation” procedure seems to indicate an area
that was previously not documented in many companies.
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The question allowed participant to “check all factors that apply”; hence, the
numbers across frequency levels can exceed 100%.

Example could be that a BCM Program requires an annual update and an update
following an incident or learning from an exercise.

The basic trend for plan updates is annual.
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The question seeks the longest “recovery” period that a plan is designed to meet
– only one response is allowed.

Data may suggest that almost 50% of planners are either relying on a rapid
restoration of business as usual OR their plan is resilient and operations are
transferred elsewhere and discontinued in the original site.

Observations:

In regional incidents (like a hurricane strike) installing data/voice service into a
“new” building may take more than 30 days.

Work permits and reconstruction of a damaged site can easily exceed 30 days.
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This is a simple tally of all methods used in documenting and distributing
continuity plans.

Observations:

Companies that develop plans in a repository (eBRP, LDRPS etc.) may still be
publishing their plans on the web or SharePoint.

Of more interest, the data may suggest that up to 40% of all plans are not
distributed?
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Key premise in forming the question was that BCPs are “actionable documents”.
If the actions in a BCP should be performed with some level of expedience and
consistency, some form of training or orientation to the role content would be
expected.

Training levels in key roles such as management, BCP leadership, and critical
staff may indicate : Non-actionable content, the utilization of intuitive checklists
OR an implied acceptance of the risk that the plan would not be executed when
the disaster happens.
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The question explores the level of plan communication with key stakeholders who
are not “employees”.

The data suggests that stakeholders who are not located on a site are not really
considered relevant stakeholders or part of the critical supply chain required to
continue business operations.
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The “check all that apply” option allows participants to indicate the use of multiple
channels of communication.

Low response in the awareness areas are a trend continued from the previous
slide.
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Question explores the maintenance of individual plan types or sections within the
BCP.

The “#” column is the actual number of responses. All other numeric data is the
percentage of responses calculated from the “#” column.

Observation:

Responses in the area of staff contact information and vendor information seem
low.
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Check only one response per row.

Combining the percentages in 6 month, 12, month and 24 month columns
indicate that internal audit, plan owners, and upper management are performing
plan reviews.

Low numbers for external audit and regulatory agency reviews may reflect that
company policy may not have sufficient scope/desire to invite these entities to
review the plan.
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Only one answer per row.

With the exception of the “#” column, all numbers are percents of the total.

Data indicates that tabletops are the most popular type of exercise.

Non-tabletop exercise types seem to be less popular. If expense was a concern,
the scheduling of non-tabletop exercises on a two plus year cycle might be
expected – this is not indicated.
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“Check all that apply” option allowed participants to disclose the use of multiple
systems.

Responses indicate that participants are pro-active in communicating during a
crisis.
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Check all that apply option allows participants to indicate the cross section of
preparations that are in place.

Observation:

The data may suggest a gap between being designated as a spokesperson and
the commitment of training and tools necessary to support that person when they
are responding to the media after an incident.
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Although coordination with external agencies is part of the best practices, the
drop of responses in this area and the overall response indicate a potential gap
between what the agency may offer and what planning professionals could
leverage.
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The question is designed to highlight actual engagement of the public sector
agencies listed in the previous question.

The high number of participants that skipped this question combined with a 40%
response of “unknown “indicate that: engagement of public sector resources is
not performed, not perceived as an effective resource investment, or the value of
public sector engagement is not understood.
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